
 

Imagine that your device is lost or stolen, and the thief is using it to hack into your online accounts. But what can you do? A lot! Elcomsoft's new iOS Forensics Toolkit lets you recover lost or stolen iPhones from a decrypted backup, even if its serial number has been modified or erased. In addition to recovering deleted data from backup files, the toolkit also scans memory for passwords and personal
information. This is great news for anyone whose device has been compromised. Even though the toolkit runs only on Windows, all recoveries are performed by the iPhone itself, so you don't need to jailbreak or otherwise modify it. This way, you can try to recover data without risking device security or performing any modifications that might void the warranty. There are three main use cases for
this toolkit:

The toolkit can recover passwords for iCloud, Google and Microsoft Exchange accounts. The ability to decrypt iPhone memory is unique in the industry. Elcomsoft iOS Forensics Toolkit runs on Windows XP / Vista / 7 / 8 (32-bit version).

Download Elcomsoft iOS Forensic Toolkit v1.0 (3 Mb) (requires Microsoft . NET Framework 3.5) List of the main features of the toolkit:

List of supported iOS device models:

The toolkit works with iPhone 3G, iPhone 3GS, iPhone 4, iPhone 4S, iPhone 5, iPod touch 1G / 2G / 3G / 4G. The forensics database restores also works with iPad 1G/2G/3G/4G.

Elcomsoft iOS Forensics Toolkit works standalone or can be integrated into security suite programs to perform rapid directory and data searches for Android devices running on Android OS version 2.3.3-4.1.1 based on ARMv7 architecture (e.g., Samsung Galaxy S). Android Forensics toolkit can be used to recover locked data from a locked system, including the data in the file system, registry, and in
memory. It can be used to restore a locked device to a usable state in a matter of minutes.

This solution implements access to the device’s USB mass storage (MTP) through third-party application for Windows Mobile devices, such as HTC Touch Pro2 or Samsung i8910 Omnia. This solution supports only devices that use operating systems such as Windows Mobile 2003/2006/2008 and Windows Mobile 6.1. 

The Elcomsoft Windows Mobile Forensic Toolkit implements access to the device’s Removable Storage (aka “memory card”) through Windows Mobile Device Center. This toolkit supports both touch screen-based devices (HTC P3600, HTC S3370) and fully QWERTY keyboard-equipped devices (HTC Touch Pro2, Samsung i8910 Omnia).

Supported Windows Mobile Edition:Windows Mobile 2003 SP2/SP3 WindowsMobile 5.0/5.0.1/6.1/6.
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